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Crypto Jargon

Cryptocurrency Exchange

Cryptocurrency exchanges are privately —owned platforms that facilitate the trading of cryptocurrencies for other crypto assets ,
including digital and fiat currencies and NFTs.

Proof of Reserves

Proof of Reserves (PoR) is an independent audit conducted by a third party which seeks to ensure that a custodian holds the assets
it claims to on behalf of its clients. This auditor takes an anonymized snapshot of all balances held and aggregates them into a
Merkle Tree - a privacy-friendly data structure that encapsulates all client balances.

The idea behind publication of Proof of Reserves to the public and in particular the customers of crypto exchange is that
cryptocurrency held on deposit matches up with users balances.

Proof of Liabilities

Proof of Liabilities (Pol) is a scheme designed to let companies that accept monetary deposits from consumers (e.g. Bitcoin
exchanges, gambling websites, online Bitcoin wallets, etc.) prove their total amount of deposits (their liabilities) without
compromising the privacy of individual users.

Proof of Solvency

Proof of Solvency = Proof of Reserves + Proof of Liabilities
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NeEE Crypto Jargon Cont..

Merkel Tree

In cryptography or computer science, a hash tree or Merkle tree is a tree in which every "leaf' (node) is labelled with the
cryptographic hash of a data block, and every node that is not a leaf (called a branch, inner node, or innode) is labelled with the
cryptographic hash of the labels of its child nodes. A hash tree allows efficient and secure verification of the contents of a large

data structure.
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Neos CEX Vs. DEX

A CHEEED -

Arcana Playgrounds

CEX vs DEX Trading Volume
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P tawe Wave

WNartet Cop

Centralized Exchange (CEX) aggregated frading volume in blue (right hand side axis)
Decentralized Exchange (DEX) aggregated trading volume in green (Left hand side axis)
CEX are 95%% of aggregated trading volume and DEX are only 5%

* The largest exchanges are still CEX
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Merkle Root
Hash0123

|TX1' TX2 |TX3| |TX4|

* In cryptography or computer science, a hash tree or Merkle tree is a tree in which every "leaf" (node) is labelled with the
cryptographic hash of a data block, and every node that is not a leaf (called a branch, inner node, or innode) is labelled with
the cryptographic hash of the labels of its child nodes. A hash tree allows efficient and secure verification of the contents of a
large data structure.

« It is a mathematical data structure composed of hashes of different blocks of data, and which serves as a summary of all the
transactions in a block. It also allows for efficient and secure verification of content in a large body of data. It also helps to verify
the consistency and content of the data. Both Bitcoin and Ethereum use Merkle Trees structure. Merkle Tree is also known as Hash
Tree.
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NGDE Auditing Proof of Reserves on Merkel Tree
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« The data of all the balances held is taken by the third party in the form of a Merkle tree
* A Merkle root is then obtained, which uniquely identifies and sums up the balances of all the accounts taken
« These balances are then verified on public blockchains where assets are held using the digital signatures provided by the exchange

« The data of the balances and the details of the assets on the public blockchains are verified. These numbers should balance, thus
ensuring consistency

« Systems will also be set up for customers to check if the assets they hold are verified
* Any changes in data will affect the Merkel root indicating possible tampering with assets
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Crypto Exchange & Investors

CRYPTOCURRENCY

EXCHANGE

Investors use exchange to trade dollars for crypto

Investors have little to no assurance over reserves custody

Audit methods, formal report, investors participate in proving reserves

ICAI Dubai Chapter — Emerging Standards of Auditing
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Proof-of-Reserves

Proof of reserves is supposed to instill some added trust, but they aren’t complete audits and don't necessarily provide a full picture
of a company’s financials, such as total liabilities (deposits) owed back to clients and other types of debt. Nor do they assess the
quality of a crypto exchange's controls.
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Audit Reports on Proof of Reserves

Crypto Exchange

Binance Capital Management Co Lid. - Agreed Upon Procedures (AUP) Report under ISRS 4400 (Mazars)
FTX Trading Litd. - Attestation report not available. Clean audit opinions as on December 31, 2021 and 2020.(Prager
Metis LLP & Armanino LLP)

Karken - Agreed Upon Procedures (AUP) Report under auditing standards issued by AICPA (Armanino)
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Binance

mazars

Docex 9 Century City

Tel: +27 21 816 5000
818 5001

7 December 2022

Binance Capital Management Co. Ltd
clo Harkom Corporate Services Limited,
Jayla Place, 2nd Floor, Road Town,
Tortola, VG1110,

British Virgin Islands.

Dear Sir / Madam

BINANCE CAPITAL MANAGEMENT CO. LTD. (“BINANCE”") - PROOF OF RESERVE (“POR")
REPORT

Our report is solely for the purposes of offering Binance's and
additional transparency and reassurance that their In-Scope Assets are collateralized, exist on the
blockchain(s) and are under the control of Binance at the below mentioned reporting date. For the
purpose of this Agreed-Upon Procedures ("AUP") engagement the term “collateralized” will be defined
as where Binance’s In-Scope Assets are equal to or greater than the net liability of In-Scope Assets as
per the Customer Liability Report owed to and receivable from customers

For the purpose of this engagement the customers' spot, options, margin, futures, funding, loan and
eam accounts for bitcoin ("BTC") and wrapped bitcoin ("BBTC” and “BTCB") held on the Bitcoin,
Ethereum, BNB Chain and Binance Smart Chain blockchains will be defined as the In-Scope Assets.

Binance has requested that we perform an AUP onthe ! cr holdings
and corresponding liability of funds owed to the customers of Binance as at 23:59:59 Universal Time
Coordinate ("UTC") on the 22 of November 2022 (the reporting date"). The management of Binance
acknowledge that the AUP are appropriate for the purpose of the engagement and are responsible for
the subject matter on which the AUP are performed.

We have conducted the AUP in with the Standard on Related
Services (ISRS) 4400 (Revised), Agreed-Upon An AUP er

involves us performing the procedures that have been agreed with Binance, and reporting the findings
which are the factual results of the AUP performed. We make no representation regarding the
appropriateness of the AUP.

This AUP is notan
an nclusion. Had we p additional
our attention that would have been reported.

Accordingly, we do not express an opinion or
, other matters might have come to

We have complied with the relevant ethical requirements. For the purpose of this engagement, there
are no independence requirements with which we are required to comply

ed as part of this engagement:

$chk059w977pszdgdz
yemgjtg4y6ugj308t
au0is937cfindpjwin

6a4421c95949be2d4e3
32018c3aecc4a93ael
195a0616a89744 1acec
53e25335261b270efcb

kqmk6ee3ewf0j77s3h
bHjF 1DZnZnBeBP
FHoCNxv4Twseo
9UzoF px3WuJ
Cpx8KLfpX9Ry
XmEneyfSPT61B
(cfgcjEP1FGRMJ
PeAGUo1FW6a
ybSjQ2DjXRPE

8a2092ad 1028285549
14071355e5743bf21d60
fd55b2956a1343963d
195a0616a897441acec

e chains on the reporting date were as follows:

Block Height
280017714
23288794
764327
16028978

5/24/23

Report details

In-Scope Assets
(Notional Value)

Customer Liability Report Balance 597,602.29
Net liability balance (excluding /n-Scope Assets lent to customers) 575,742.42
Asset Balance Report 582,485.93

Facts

Agreed Upon Procedures (AUP)Report under ISRS 4400 issued by
IAASB

Obtained “Assets Balance Reports” and “Public Key Addresses”
from Management and verified the same.

Verified movement of funds at “Public Key Addresses” using
Private Key

Obtained “Customer Liability Report” from the database

Checked completeness of data and for any duplicate customer
Ids

Red Flags

Limitations of an Agreed Upon Procedures (AUP) Report
Exchange financial position

Existence & effectiveness of internal controls

Binance Accounts have never been audited

14
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Binance Signals That a Full Audit for
Crypto’s Biggest Exchange Remains
Some Way Off

» Asia-Pacific head Foong says accountants learning about crypto
= Binance mulling more efficiency after period of rapid growth

By Suvashree Ghosh [A—
February 8, 2023 at 12:48 PM GMT+5:30 Updated on February 8, Bloomben IEM
2023 at 1:49 PM GMT+5:30

Intelligent Automation:
Transformation in a

Bi the 1d’s 1 t digital-asset exch: indicated a full g .
Binance, the world’s largest digital-asset exchange, indicated a ful Time of Uncertainty

audit of its assets and liabilities is some way off amid calls for more
transparency following the collapse of rival FTX.

February 28, 2023 REGISTER

The company’s goal is to hire an auditor for the whole balance sheet
but big accountants are still learning about the crypto sector, which
lacks agreed standards for challenges like price volatility, Binance’s
Asia-Pacific head Leon Foong said.

Leon Foong Source: Binance

More skeletons may come out of the cupboard when audit is done...

5/24/23
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NGDS Kraken

Facts

« Agreed Upon Procedures (AUP)Report issued under auditing

PROOF OF RESERVES

AGREED-UPON standards issued by AICPA (SSAE - 19)

PROCEDURES REPORT

« Obtained an overview of the company back ground, business
model & supported features

« Obtained a list of customer liabilities and in-kind assets from
management

« Utilized Merkel Tree generator and verifier

armanino”

]
Red Flags -

« Real Time Attestation . No auditor involvement in AUP Report
preparation.

« Limitations of an Agreed Upon Procedures (AUP) Report.

» Financial position of crypto exchange not known.

+ Existence & effectiveness of internal controls

5/24/23 ICAI Dubai Chapter — Emerging Standards of Auditing



NGOS Audit Reports on Proof-of-Reserves Cont...

Stable Coins

o Teether Holdings Limited - Audit Report of Consolidated Reserves under ISAE 3000 ( BDO )

o Circle Internet Financial Inc. - Attestation Report on Reserves Account under auditing standards issued by AICPA
(Grand Thornton)

o Techteyx Lid. (TrueUSD) - Attestation report on TrueUSD holding under auditing standards issued by AICPA
(Armanino LLP)

o Mek Global Ltd. (KuCoin) - AUP Report on Proof of Reserves under ISRS 4400 (Mazars)
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Facts

« Teether (USDT) has the largest market capitalization among fiat-
backed Stablecoins

« Cenftral Banks don't have any technical solution of monitoring
liabilities of fiat-backed Stablecoins and the assets that back
them

« Teetherissues audit report on its consolidated reserve account to

show that it's liabilities are 100% covered by its reserves and
assets

« Teether shared Audit Report on Consolidated Reserve Account
in accordance with ISAE 3000. (Revised). - “Assurance
Engagements Other than Audit ¢ aview of Historical
Financial Information” issued by IAASB

Tether Holdings Limited

INDEPENDENT AUDITORS’ REPORT ON THE
CONSOLIDATED RESERVES REPORT

Red Flags

* Audit Report is based upon Consolidated Reserves Account
prepared by the management NOT extracted from an audited
IBDO financial statement

« Teether has never published its audited financial statements in

the last 5 years triggering existential fears over the $68 Bn
Stablecoins dependability and bonafide.

« ISAE 3000 may not be suitable for audit of Consolidated
Reserves.
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NGDS Circle Internet Financial Inc.

o GrantThornton

INDEPENDENT ACCOUNTANT'S REPORT ‘mation in the sccompanying Reserve Account Report as of October 31,
1d. based on the criteria set forth in the Re count Report, m all

Board of Directors
Circle Internet Financial, Inc.

{are provided for additional information. S
{ examinaticn, and accordingly, we do not

tstanding USDC tokens do not exceed the balance of

the US Dollars held
Circle Intemet Financial nl is respansible for its assertion. Our responsibility is to express an
tion in the accompanying Reserve Account Report based on our

tandards establ;
lan and

Facts

Attestation Report on Reserve Account in accordance
with Attestation Standards issued by AICPA.
The Practitioners used the words “correctly stated” in

expression of opinion in their reports for the months from
October 2018 to December 2021.

Red Flags P

The use of words “correctly stated” amounts to providing
“"Absolute Assurance” on Reserve Account.
“"Absolute Assurance is not attainable because of the

nature of audit evidence and characteristics of the fraud”
— AICPA SAS No 82

AICPA  suggests the use of words “fairly stated” in
expression of opinion — SSAE 18

5/24/23 ICAI Dubai Chapter — Emerging Standards of Auditing
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Techteryx, Ltd. (dba 3 *TruelISD")

We have examined the TrueUSD Holdings Report a5 of November 29, 2022 at 10:01:30 AM EST in accordance with
the measurement and disclosure criteria presentad i the accompanying Notes to the TueUSD Holdings Report
Management of Tochtoryx Ltd. (the “Company’) Is responsible for presenting the TrueUSD Holdings Report in
accordance with the massuremant and disclosure criteria In the accompanying Notes 1o the TrueUSD Holdings Report.
Our responsibility Is to express an opinion on the TrueUSD Holdings Report as of November 29, 2022 at 10:01:30 AM
EST based on our examination.

Our examination was conducted in accordance with attestation standards established by the American Institute of
Cortifiod Public Accountants. Those standards require that we plan and perform the examination to obtain ressonable
assurance about whather the TrueUSD Holdings Report 35 of November 29, 2022 at 10:01:30 AM EST ks presented in

with inthe Notes to the TruelUSD Holdings Repart,
in all material respocts. An involves 10 obtain evidence about the TrueUSD
Holdings Report 35 of November 29, 2022 3t 10:01:30 AM EST and the accompanying Notes to the TnssUSD Holdings
Report. The nature, timing, and axtent of the procedures sckected depend on our judgment. Including an assessment of
the risks of material misstatement of the TrueUSD Holdings Report as of Novembsr 29, 2022 at 10:01:30 AM EST and
the accompanying Notes to the TnasUSD Holdings Report, whather due to fraud or emor. Wa believe the evidence we
obtained s sufficient and appropriate to provide a rasonable basis for our opinion.

We are required 1o be independent and to mest our other ethical responsibilities in accordance with relevant ethicat
requirements relating to the engagement.
The TruseUSD Holdings Information in the accompamying TrueUSD Holdngs Report mtates to Total TnssUSD
["TUSD"), which are cryptographic digital tokens residing on various blockehains at the fotlowing addresses:
* TusD resides on the Ethereum blockchan * the smart contract address
7808731 226376)
« TUSD resides an the Tron blockchain 3t the smart contract address (TUPMNEZL 26hhdsVNULABNKLOKSAGIC1£4)
* TusD resides on the Avalanche blockchan at the smart contract address
(OeB859c06923F chACEI4EF12742A700836CH481)
* TUSDE resides on the Binance Chain  blockchan at the asset lssuance  address
2:

S s

Dightal assets are an evolving area of technology subject to changing regulatory oversight and marketplace activity.
Anyone who acquires, trades and utilizes TUSD tokens and other dighal assets Is responsible for informing
themselves of the general risks and uncentainties.

In cur opinicn, the TrueUSD Holdings Report 35 of November 29, 2022 3 10:01:30 AM EST is presented in accordance
with the measurement and disclosure criteria in the accompanying Notes to the TrueUSD Holdings Report in alt
material respects.

Asmanino CPALLP
San Jose. California
November 29, 2022 at 10:01:30 AM EST

Your rocsipt of this eport is subject to th teems of wie found hare: Mites ¥oal o ‘

& MOORE

TrueUSD

Facts

Independent Accountant’s Report on TrueUSD Holdings
report in accordance with Attestation Standards issued by
AICPA.

Red Flags

Report generated by computer system without any
involvement of the Practitioner in the audit process.

ICAI Dubai Chapter — Emerging Standards of Audifing
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Mazaes Worssn, it o

mazars Sraniio

8 December 2022

Mek Giobl Limites
Eden Plaza

Eden isiand, Mahé,
Republic of Seychelies

Dear Sir / Madam

MEK GLOBAL LIMITED ("KUCOIN") - PROOF OF RESERVE ("POR") REPORT

Our report is solely for the purpose:
reassurance that their In-Scope Assets are collateralized. exist on the blockchain(s) ar
contrel of KuCain ot the rm the purpose of this Agreed-Upon

b define

Procedures (*AUP") engagems
Assats are equal 1o of greater than he s

gagement the customers’ main, trade, margn contract, high frequency
sccounts for BTC, ETH, USDT and USDC held on the Bitcoin, Ethereum,
munity Chain biockchainsinetworks will be

ock height of these In-Scope Assets have been assessed a5 764792
10055211, AGZATI0; and 2512511 MERG00L 41408524 and 15644833 fo Bacon, Ethereurn
Tron, Algorand, EOS, Arbar KuCoin Community Chain respectively as 81 23.58:50 UTC + 8 on
26 November 2022 (-Reporting Date")

ned as

e In-Scope Assets.

KuCoin has requested th
and corresponding kabi
Coordinate (UTC") + 8
Kknowledge that the AUP are
sible for the subject matier on which the AUP are performed

7). The manageme
e engagement and

We have conducted the AUP engagement in accordance with the Intemational Standard on Relsted
Services (ISRS) 4400 (Revised), Agreed-Upon Procedures Engagements. An AUP
Frvoies us performing he procedures that have been agreed wih KLCoR, and reportiy
which are the factusl results of the AUP p

appropristeness of the AU

expr

might have come 1 any
sactions andior balance hoidings of KuCoin afler the reporting date or address any other
assassments beyond the scope of this engagement

T Sixpence Merke.

Root as a
ovember 2022

regate the client
gement in procedure

Using the Mazars Siver Sigence Merkie
Tree Generating looP. we aggregated the
ned Fom management in
computed the Merkle Root

client data o
procedure 6 an
Hash. The
o the information supplied in proced:

e Merkle Root based
re6is

53¢5250681cd018216660b11c3808083
0b61117e51348364ee05a11codMaT6b

alie per assel class on
Reports,  whic

ssset class o the Cux.'on-evu.sb“ﬂy Report*

We conclude that the nc we of i In

s por the Asset Baence

colstersized.
the in-Scope

Assets e rehes Appendix below

A wmm,«w Adem of Charered Accountants (s4) - I8 ¥ Lisbility Asset
o 00 MG Ochers (Marwging Pariner h T20708.37 Tror
T G R Groeewnil S oo MY Sl B v, " 170,547,698 To0%
o ‘Mr,,‘.m:f\;ﬂ‘,nv\,.'w,l.,t'mzrlfu. e ke 158 T AT TR R—
menpos, AL e, WA Teuerart.w Telomder S TobberEn e Wtk B0 e ey 1
Hovis
wAzaRS
Partner: Wishann Ofivier
8 December 202
South Atrica
T ———

KuCoin

Facts

Agreed Upon Procedures (AUP) Report on Proof of
Reserves in accordance with ISRS 4400 (Revised) issued by
IAASB.

Red Flags

Limitations of an Agreed Upon Procedures (AUP) Report
Financial position of entity not considered
Existence & effectiveness of internal controls

ICAI Dubai Chapter — Emerging Standards of Auditing
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NEES What could go wrong?
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Crypto Exchange may not
have exclusive control over
the Private Keys.

Crypto Exchange may have
material contingent liability.

|

ANNAR
AN
RN

Crypto Exchange may have
material liabilities other than
“outstanding balance due to it's
customers.

Crypto Exchange may have
material off-chain assets or real
world assets.

¢« /
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N\
|
3
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AR

|

Crypto exchange could
borrow funds to show it’s
reserves are in excess of
liabilities.

Crypto Exchange may
manipulate the facts since the
correctness of verified balances
is only valid during the time of
audit.

ANNAR
AN
AN\

> N

A fraudulent audit result may be
produced by a third party auditor
in collaboration with the
custodian under consideration.

The legitimacy of audit can be
impacted by the loss of Private
Keys or users funds.

¢« /
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N\
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AR

|

Crypto exchange may not

Crypto Exchange might be have strong finances

involved in shadow banking.

ANNAR
AN
AN\

Correctness of audit of Proof of
Reserves depends upon the
auditors competence.

Internal Conftrols may not be
effective in crypto exchange

¢« /
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Auditing Standards & Guidance
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Final Pronouncement
April 2020

International Standard on Related Services 4400
(Revised)

ISRS 4400 (Revised)

= International Auditing
IAASB E=5S

Agreed Upon Procedures Engagements

5/24/23

Auditing Standards

Final Pronouncement
December 2013

Standard on A

Engagements

ISAE 3000 (Revised),
Assurance Engagements Other
than Audits or Reviews of
Historical Financial Information

International Framework for
Assurance Engagements

and

Related Conforming
Amendments

3 International Auditing
[AASB Elte
a k Standards Board™

Assurance Engagements Other than Audits
or Reviews of Historical Financial Information

ICAI Dubai Chapter — Emerging Standards of Audifing

Final Pronouncement

January 2016 l SA'

International Standard on Auditing™ (ISA™)

ISA 805 (Revised), Special
Considerations—Audits of Single
Financial Statements and Specific
Elements, Accounts or Items of a
Financial Statement

and

Conforming Amendments to ISA
700 (Revised), Forming an Opinion
and Reporting on Financial
Statements

N wtornational Audting
[AASB [Etees
i $tandards Board*

Special Considerations — Audit of Single
Financial Statements and Specific Elements,
Accounts or Items of a Financial Statement

27
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No Guidance

Guidance

+ AICPA -

Proof of Reserves Working Group is developing

guidance on audit of Proof of Reserves

ICAI Dubai Chapter — Emerging Standards of Auditing
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Way Forward
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nee Approach to Auditing Proof of Reserves

Evaluation of Internal
Controls

Auditor should evaluate
the internal conftrols
implemented by the
crypto exchange fo
address the related risks.

Risk Assessment

Auditor should make a
risk assessment of crypto
exchange as per risk
assessment framework
followed in the country.
Viz: COSO -2013
Framework, ISA 315,
Turnboil in UK etc.

5/24/23

03

Complete Financial
Statamant Andit
Auditor should audit the
complete financial
statement of crypto
exchange and not just
on-chain assets and
customers liabilities.

Verification of on-

chain & off-chain
Auditor should verify both
on-chain and off-chain
assets appearing in the
financial statement of
crypto exchange.

Exclusive Control Over
Privata Kave

Auditor should verify if

the cryptfo exchange has
exclusive control over

the Private Keys relating

to on-chain crypfo

assets.

ICAI Dubai Chapter — Emerging Standards of Auditing

Compliance with ISA

805

Audit should comply with
the requirements of ISA
805 (Revised) “Special
Considerations — Audit of
Single Financial
Statements and Specific
Elements, Accounts, or
Iltems of a Financial
Statement.
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Risk Assessment: Crypto Shadow Banking
{ @][M ‘BJ[“'"' B} [*... Iﬁd['-,.}[-_g][- @}{, >

Implications Number of Accounts

User cannot have a negative balance on the
exchange. Once an account balance is negative
of fees, all positions are auto-liquidated.

$1 Million to $150 Million n

o o B

Source: FTX Bankruptcy Case filings

Customers

Greater than $0

User can have a negative balance up to a
specified credit limit. Primarily used for market
makers to receive lending from FTX.

Credit Limit

Market Makers

Crypto Industry’s behind the curtain activity poses a huge challenge to the auditors.
Bankruptcy documents of FTX provide an insight into the secretive activities of crypto world

Among 7 million users of FTX, 41 were allowed to run into a negative balance up to 150 $ Mn and 1 was allowed a negative
balance up to $65 Bn before the exchange would ask to settle the account.

Such an exemption to some privileged users will put other customers funds af risk.

ICAI Dubai Chapter — Emerging Standards of Auditing
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Audit of Financial Statement

Coinbase Global, Inc.
Consolidated Balance Sheets
(In thousands, except par value data)

December 31,
2021 2020
Assets
Current assets:
Cash and cash equivalents $ 7123478 $ 1,061,850
Restricted cash 30,951 30,787
Customer custodial funds 10,526,233 3,763,392
usbcC 100,096 48,938
Accounts and loans receivable, net of allowance 396,025 189,471
Income tax receivable 61,231 —_
Prepaid expenses and other current assets 135,849 39,510
18 373 8A3 5133948
| Crypto assets held 988,193 316,094
[Cease right-of-use assets 98,385 100,845
Property and equipment, net 59,230 49,250
Goodwill 625,758 77,212
Intangible assets, net 176,689 60,825
Other non-current assets 952,307 117,240
Total assets $ 21274425 $ 5855414
Liabilities, Convertible Preferred Stock, and Stockholders’ Equity
| Custodial funds due to customers $ 10,480,612 $ 3,849,468
Accounts payable 39,833 12,031
Accrued expenses and other current liabilities 439,559 88,783
Crypto asset borrowings 426,665 271,303
Lease liabilities, current 32,366 25,270
Total current liabilities 11,419,035 4,246,855
Lease liabilities, non-current 74,078 82,508
Long-term debt 3,384,795 —
Other non-current liabilities 14,828 —
Total liabilities 14,892,736 4,329,363

5/24/23

Proof of reserves is supposed to instill some added trust, but
they aren’'t complete audits and don't necessarily provide
a full picture of a company’s financials, such as total
liabilities (deposits) owed back to clients and other types of
debt. Nor do they assess the quality of a crypto exchange’s
conftrols.

Preparing Financial Statement of Exchange would address
many of the issues that were noticed in the recent reports
on Proof of Reserves:-

» Financial position

+ Liabilities other than customers liabilities

+ Contingent liabilities

» Off-chain assets or real world assets

» Funds borrowed to boost Proof of Reserves

ICAI Dubai Chapter — Emerging Standards of Auditing
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Verification of On-chain Assets

Public Address

TINCH

ATOM

AVAX

AXS

BTC

Ox4cD3aa?6836c 133c9Bf27daFa7baF744D57404d

OxceAE7673553¢c90d0a3cd1A494dA35eDeé63910cBF

OxD4997FFSb5DAA7 638E2f20857c4D563BFBC97B18

Ox758E2c2D1a362E2B3e613545€48285003581EF43

1Jmih4f2hMT5b1dmKzTmbhngilYg41F3hD ‘
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https://bscscan.com/address/0xceAE7673553c90d0a3cd1A494dA35eDe63910cBF
https://snowtrace.io/address/0xD4997FF5b5DAA7638E9f20857c4D563BFBC97B18
https://etherscan.io/address/0xC44F21A9C9920dEc62861d6d51dfA7D6ff60EACB
https://explorer.btc.com/btc/address/1Jmih4f2hMT5b1dmKzTmbhngiUYq41F3hD
https://etherscan.io/address/0x4cD3aa96836c133c9B9f27daFa7baF744D57404d

<

NGDS Wallet

BTC.com Explorer v Pool Service v Help Center APP USD($)v  English v

Explorer / Bitcoin Explorer / Top Address / Address

Address

1Imih4f2hMT5b1dmKzTmbhngiUYq41F3hD |@! &

Summary

Format P2PKH Total Received 675.24036297 BTC
Balance 675.24036297 BTC Total Sent 0 BTC
Balance Value $ 15,255,030.28 Tx Count 3
Other Explorers $ BLOCKCHAIR
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NG

5/24/23

Exclusive Control of Private Keys

One way to verify if the holder of crypto coins has exclusive control over Private Key is to ask the holder to sign a
message using their Private Key. The holder can then provide the signed message, along with the public address

associated with the Private Key, to a third party for verification. If the signature is valid and corresponds to the public
address , it is likely that the holder has exclusive control over the Private Key.

It is important to note that a person can prove his control over the Private Key but it doesn’t mean that person is the
true owner of the private key.
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